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Topic of discussion

e Random concerns from Phising
solutions to bad physical security

—
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Phishing

e \What not to do
e Does multifactor work?

—
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Phishing; what not to do

e Numerous financial institutions were
compromised with a type phishing
attack due to a third party vendor
flaw

— One financial institution decided the best
course of action was to send an email to notify

customers
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Bad choices with phishing response

e Letter number 1

— The first one included a link that pointed its
customers to a remedy Web page that wasn’t
within the financial institutions domain. (i.e. a
link that is not part of the bank’s
environment).

— Due to the confusion this letter caused, a
second more detailed email was sent out.
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Bad choices with Phishing response

e Second follow up email

— “On Thursday, May 25, 2006, XXXXXX Bank became
aware of an apparent attempt by an unauthorized party
to gain access to our third-party website host and thus
to our Online Banking site......Although there is no
current evidence that customers information has been
accessed, this incident may have increased the
probability of your information being used for fraudulent
purposes......Your Online Banking password has been
defaulted back to your original password; when you
established your Online Banking service....you may not
have access to your original login information, XXXXXX
Bank has established a help center that you may contact
at 1-800-527-6335 or by email at info@xxxxxxx.net.....A
temporary Online Banking login website has been
established at “XXXXXXXXX”. This temporary site is
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Phishing; what not to do

e Bad press

— Ultimately the press picked up on it

— Not the best public relations
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What about Anti-Phishing?

e Many organizations are offering
solutions to phishing schemes.

— Site recognition
—Personal questions

—Two factor authentication

-' id iarty products
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Site Recognition

e The user chooses a picture, most often from a
limited list on the web site that they want to see
when they connect to the site.

e The idea is that a malicious site wont know what
Image to display and therefore the user will know
they are at a malicious site.

e For this to work, a cookie is placed on the users
computer.
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Site Recognition

5 USC Credit Union Home Banking - Microsoft Internet Explorer i_" ¥ _"
Flz Edt View Favorites Took Hep — — 3
wBack v < - D [ A Dsearch Sifavorites @veda | D D= 4

S A!
Address | hitp:/iwww.usccreditunion.org

A Tracesecurity | [ETETTT + Fopup Blocker ’

L

Online Bankin =

B |

Secure
Online User Verification Phola

Banking

hogerpropad Ko [ susan Site is now verified

account number:

Please enter your

access code: [ weens as legitimate by user

Continug | Fl‘esatl
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Site Recognition

E USC Credit Union Home Banking - Microsolt Internet Explorer

=10] %
Fie Edt View Favorites Took Hep [ w0 |
Back v = + D[] A | Qseach GFavorites @Meda F DB I H A _
Address [§) hitp://192.168.1.2 x| ¢s

ATracesecurity ~ JEFETTSN ¢ Popup Blocker

Online Banking

Secure
Online
Banking

Online bankg& is offline for S%St&r‘l‘t upgrade.
Flease try back after 10 pm (CST)
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Site Recognition

- =lir] =)
U Ble Ede Wew PGP Favartes Toosk Adion: bHeb |
| Pttew - | @ |05 % | Domenty Mhinepty to Al o Forward | igdisendiRogeive | Bornd g ovonce | 1 @)
1] - = (@ mE R || ressoe =

Deleted Ttems

Calerdar = rrietaeiry

T T PR T = =|

Conbats | Frame : To:
acker@hackersite.com Hacker
Deleted items (10) | Subjects QGO HICIS! e 2L
Dralts =
Inbaom (2192) —
eamrial
Hotes
Dtk
Sent Jber
Tadhs

Hey, guess what we got...

Login: susan

Password: gqwerty
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Site Recognition

e How can that be?
— The site had the proper URL.
— The site showed the image that we expected.

— The cookie on our computer was definitely
used.

— The site shown did not have any pop-ups.

IS must be the correct site..?
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Site Recognition Flaws

Real Web Site ;Igl-ﬁu
o FEPLN, Cexch | slFavories SMeds 3 Dy O Sl 4 &
address [ ) hitp./iwwwhiscereditunion.org Sks

* Popup

Three Separate |

Frames \: | Bogus Web Site

Please enter your T
account number:

Please enter your [
access code:

Secure
Online
Banking

Continue |  Reset | ‘

N I Bogus Web Site
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What happened?

e Frames loaded the real web site
— Tricked site into showing image via cookie

e Malicious web site used for input of data

e All pages go through SSL pages, less
suspicious
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How do you catch 1t?

e Never allow your web page to be loaded In
a frame.

<script language=javascript type="text/javascript"> <I--
if (parent.frames.length) top.location.href=
document.location; // --> </script>

e Place image to right of input boxes.
— More difficult to pull site into specific location
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Personal Question

e A user submits their user name.

e Instead of posting a password, the user is then
prompted with a question they wrote themselves.

e After the user answers the question properly, the
user is then prompted with a password.

e The idea is that only the legitimate web site
would know the question and proper answer, all
others would be malicious and user would stay

ay.
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Personal Question

2R usC Credit Union Home Banking - Microsoft Intemnet Explorer . Aglﬁl
Fle Edt Vew Favortes Took Hep [ w0 |
woak v 4 - @0 Y| Dseach ravores Bieds 3 B DT A & A
Address |&] htp://192.168.1.2 x| Pce
Airacesccurty * [ETFTTITNSN v Popup Blocker »

Online Banking

Secure
Online
Banking

Please enter your Meorae
account number: george

Continug | He-satl
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Personal Question

2R usC Credit Union Home Banking - Microsoft Intemnet Explorer . Aglﬁl
Fle Edt Vew Favortes Took Hep [ w0 |
woak v 4 - @0 Y| Dseach ravores Bieds 3 B DT A & A
Address |&] htp://192.168.1.2 x| Pce
Airacesccurty * [ETFTTITNSN v Popup Blocker »

Online Banking

Secure
Online
Banking What is black and white and red all over?

Two nuns in a chainsaw fight.

Continug | He-satl




B 4444 :
fraocesecurity

security compliance management

Personal Question

E USC Credit Union Home Banking - Microsolt Internet Explorer i Aglil
Fla Edt View Favortss Took Hep [ w |
HBack ~ =+ - Q[0 N | Dseach GiFavorites Sveda I DB H & Q|
Address | http://192.168.1.2 ~| @0
ATraceSecurity * IETTTTITNSN v Popup Blocker »

Online Banking

Secure
Online
Banking

Question verified.

Please enter your Password | ———

Continug | HE'SBI:I
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Personal Question

E USC Credit Union Home Banking - Microsolt Internet Explorer i =, ||:I|ﬁ|
Fle Edt View Favortes Took Hep [ w0 |
SeBack v = ~ @ 1 B| Qsearch Gfavortes Gieds P D~ DE H A =
Adress [ €] hitps:/fwww.uscereditunion org ] e
wSTracesecurity * RTINS |+ Popup Blocker 4

Online Banking

Accounts Bill Pay Transfer Funds Order Pizza

Secure
Online

Banking Welcome back George!

Account Information as of 8/1/2005:

Savings: xx012 $123.01
Checking: xxx993 $202.33

CD: woox0223 $1000.31
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Personal Question

Ete €48 Wew PGP Fovprtes Look Actions Helo |
| Ptiow | @ | 0 X | @orenty Goneoh to Ml 4O Forsard | ilisendieceive | Borrd Ggoromss | B =D s9

18]+ - > |@MEBR | || e - Bee.
Deleted Items e

Hlacker@nacyke QL an accoun — -]
Calerudar 1 T [V ¥ -l e gl e gl e B sanl s ians ] Thos i P T AL a0 D

Conkacks rrom: Hacker@hackersite.com Te:  Hacker
Deleted Items: (100 | Subjects GOt an account Caa

Crafts i S =
Inbom (2192 I
Joaarisl
botes
Wt by
Sent Jbemd
Tashs

Want an account?...
Login: george
Question: What is black and white and red all over?

Answer: Two nuns in a chainsaw fight

Password: gwerty

. —
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Personal Question

e How can that be?

— The site had the proper URL.

— The site showed the question we expected.
— The site knew we answered guestion correct.
— The site showed did not have any pop-ups.
— We were logged in!

e Obviously this must be the correct site..?
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How was it done?

I;i-h Ty

%J User clicks link to connect
—_— to Banking web site
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How was it done?

Malicious web site (Man in the
middle) receives connection
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How was it done?

Malicious web site displays page as
though it is Banking and prompts user to
enter in user name.
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How was it done?

! \F ! J Enters in User Name
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How was it done?

! \F ! J Enters in User Name

Malicious Web site stores
name and then passes
User Name to Banking

web site
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How was it done?

! \F ! J Enters in User Name

Banking web site verifies
User Name and responds
to malicious site with
guestion
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How was it done?

Malicious Site Stores
guestion and then posts it
to the user
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How was it done?

User now answers

\ guestion that he
IL%J recognized as his own




B 4444 :
"rracesecun’ry

security compliance management

How was it done?

L-r'_ - User now answers

\s question that he
%‘J recognized as his own

Malicious site stores the
response and then passes the
info to the Banking site
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How was it done?

l-r'_ - User now answers

\q guestion that he
%‘J recognized as his own

Banking site receives the
response, verifies it is correct
and then passes back a
password request
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How was it done?

Malicious site logs that
response was accepted
and posts password
request to user
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How was it done?
e User responds to
password request
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How was It done?
£ User responds to
password request

Malicious site records
submitted password and
then passes it to Banking

Site




How was It done?
£ User responds to
password request

Banking site verifies
password and then logs
user in by posting
welcome page.

"rracesecuri’ry

security compliance management
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How was it done?

Malicious site logs that
password was accepted
and then passes correct

URL back to user
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How was it done?

User now directly
communicates to Banking
site and malicious site
drops out of the loop
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How was It done?

Malicious site now has
complete account
iInformation needed to
login, bypassing anti-
phishing technology
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How do you catch 1t?

e Must verify proper URL connection.
— Domain name must match legit IP Address.

e \Watch for other tricks learned earlier In
this presentation.

e Don’t assume because question Is posted,
site iIs real.
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Two Factor Authentication

e Instead of entering a password, the user is either
prompted with a “challenge code” or is expected
to enter in a time based password.

e Often times an additional password will also be
required.

e The idea Is that If entered into bogus site, real
account will still be safe since password is valid
one time only.
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Two Factor Authentication

i USC Credit Union Home Banking - Microsolt Internet Explorer ;lglil
Fle Edt View Favortes Took Heb [ & |
Back v =+ - Q[ A Dsearch GiFavorites BMeda F| B> D H A .
Address €] hitp:/iwww.usccreditunion.org x| e
waTracesecurity ~ IEETTINTN + Popup Blocker .

Online Banking

Secure
Online User Verification Phola

Banking

Please enter your Mgoorae
account number: george

Authorization .
Challenge: 113776

Continug | HE'SBI:I
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Two Factor Authentication

E USC Credit Union Home Banking - Microsolt Internet Explorer i =, ||:I|ﬁ|

Fle Edt View Favorites Took Hep [ w0 |
mBack v = - D [ | Dsearch GiFavorites Peda F DI D 5 —
Address |&] htp://192.168.1.2 x| Pce

ATracesecurity ~ JEFETTSN ¢ Popup Blocker 3

Online Banking

Secure
Online
Banking Online banking i offine for system upgrade.
Flease try back after 10 pm (CST)
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Two Factor Authentication

U e g4 view BP Fovates Iooh Acions bich |
| St - [ |05 X | Bogenty oy to s o0 Forsaed | gl sencliogeive | B57rd g orosne [0 Rl

@[+ > |@mER || A=A
Celeted Items I

LA CKE dCKE OLal aCCoLIn
Calarudar = [T - & biaflm pal &2 sl has basn sank ba s

Conkacks 'Fram: Hacker@hackersite.com to:  Hacker
Deleted Items (100 | Subject: GOt an account Co

Crafts i S =
Inbos (2152) —
Jouarisl
Hotes
Ouksom
Senk Joerma
Tadhs

We got one. Click —-HERE- to connect to a logged in account.
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Two Factor Authentication

e How can that be?

— The site had the proper URL.
— The site showed the image that we expected.

— The cookie on our computer was definitely
used.

— The site showed did not have any pop-ups.

— Even If a user stored the data, the couldn’t use
it.

bviously this must be the correct site..?




B 49499 :
‘Trccesecun’ry

security compliance management

What happened?

R Untitled Dooument - Microsoft Internet Explorer 1 ;|gl£|

Fle Edt Vew Favorftes Took Help -

wBack v =+ * QD A Dsewch (aFavortes SMeda 3 Dy D 4 &

Address |g] http//192.168.1.1 =| P60

& Teaceteruity *  Popup Blocker "
Frames &

Man in the middle attack

Secure ﬁ

Online User Verfication Photo
Banking

Please enter your —

account number;

Authorization
Challenge: 113776 |

Continue |  Reset |
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What happened?

e Frames allows the image to properly
respond.

A man In the middle attack allows the
malicious site to hijack a two factor
authenticated session.

e User would assume all was ok and try
back later.




B 49499 :
"rracesecun’ry

security compliance management

How do you catch 1t?

e Stop web page from showing up In
frames.

e Must verify proper URL connection.

e Make sure users continue to be suspicious.

— A major setback to stronger security is less
paranoia.
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Other i1ssues related to user
verification

e Domalins, ldentifiers, and more...
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Similar domains a major risk

e Do you know who is close to your
domain?

— Example: First Community Bank of San Diego

— Domain: www.firstcommunitybanksd.com

— Malicious: www.firstcommunitybankofsd.com
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User validation

e Mothers maiden name not that
strong

—Easy to get the mothers maiden name
of just about anyone

—Use more then one form of verification
e Last 4 of social and their phone number

e Phone number is often better then address
since often address and social are stored
ether In database




B 49499 :
"rracesecun’ry

secur ity compliance mana gemen

Phone number verification flawed

e Auto validate via phone system

—When call center answers, user Is
verified automatically based on the
phone number pulled over the line

— Easy to spoof phone numbers using IP
phones

.—Need to require additional information
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Physical security concerns

e Backup tapes
e camera systems
e Floor plans

—
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Backup tapes not properly secured

e Internal
— Often tapes are left on open racks

—Tapes are left on counters

—Numerous versions of backup tapes
e Easy to lose and not notice

—
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———

Backup tapes not properly secured

e External

—Tapes are taken home for redundancy
e Left in cars, brief cases, purses, etc.
e Not secured at home

— Shipped via commercial airlines

— Information iIs transferred to remote
location via FTP
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Video survelllance issues

e Many banks have gone to digital
survelillance

—Primary servers are improperly patched

—Most are found to be left logged In as
administrator

e Easy to take offline

e Easy to take over
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Physical security concerns

e Server Room Security Issues

— Server room not locked
 Keyboard loggers take less then 15 seconds

—No secured rack for core servers
—Poor / sloppy cabling

—Remember that physical access to a
erver often means administrative
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Physical security concerns

e Walk through your facility
—Where are the printers?
—Where iIs the restrooms?

—Is there unobstructed access to
employee desks?

—Can you watch what is being typed on
monitors?

—How often is the file room door propped

. open?
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Physical security concerns

e Define the areas

—Lobby: Public access
e Printers should not sit in public access areas

— Collections: Semi public access

—HR: Employees only

rver Room: Limited employee access
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Physical security concerns

e Best practice
— Awareness training at least once a month

— Do not allow to take backup tapes home

— If Confidential data must be transported it needs to
be encrypted

— Shred

tapes must be secured even during
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Network security concerns

e \Wireless
e Patches
e Logs

—
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Wireless access In facilities

e Just becauses It’s not on your
Internal network, doesn’t mean It’s
not putting you at risk

—Launch point for Internet attacks
—Easy to monitor user traffic
—Employees often bypass site security

—
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Watching your network

e Switches and hubs
— Hubs

— Hubs are wide open to all traffic.

— Packet collisions are common which reduces speed and
efficiency.

— Considered security risk to a network because of the easy of
network sniffing.

— Switch

— Each connection assigned to a port.

— Collisions are reduced since the switch knows where to pass
data.

— A port will only see traffic destined for that specific device.
— Considered far more secure then a hub.
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Watching your network

e Hub Demonstration /
-

These
\ Connectto 4 \\

computers can
Response from 4

watch all
communications
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Watching your network

e Switch Demonstration
/,/v

Systems see no

traffic
Response from 4

onnectto 4
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Watching your network
 What if you could trick the switch

— What if you told the switch that you
were system 4 instead of the real
system 47

—
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Watching your network

: . Arrives from 1
Switch Demonstration '~ behalW
”
'y

Responds to

Receives on
behalf B'BEGIVGS on

behalf of

system number

stem 1 can now I% g'filge(i r¥ Har@

ousan S o)
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Watching your network

DO |+ B RS LIDEFa0DES Q0
ﬁ Protected Storage IQ Metwork I@ Sniffer Ig LS4 Secrets I@i‘]I Cracker Iﬁ Traceroute IM o Iiiﬁ:] Wireless |

IF address | MAC address | U1 fingerprint | Host name |e31|e16|es [ [mo [m1 [ms |
192.168.1.1 O00ZE30C83AE  LITE-OM Communications, Inc.
192.168.1.44 O0O027C7943E | INTEL CORPORATION

192,165.1.195 00104BZ430F0 FCOM CORPORATION
192,168.1.200 000094 40955 AIANTE TECHNOLOGIES
192,166.1.251 000625257906 The Linksys Group, Inc,

| =) Hosts [ apr [ 2, aerons [@ aer-ssh1 [S) apr-HTTRS [ Routing [§) Passwords

Lost packets: 0%
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Watching your network

[efe]|+w 2|e|2 ¢+ 2 eumE-~20222 |00
ﬁ Prokected Storage IQ Mebwork Iﬁ'ﬂ Sniffer I@ LS4 Secrets I@i‘]I Cracker Ilﬁ Traceroute IM ZCou Iiiﬁ:] Wireless

Skatus | IP address | MaC address | Packets - = | <- Packets | MaC address | IP address |

DODZESOCESAE 6ESES7I0E 192,168.1.251

T tPoisoning 192,165.1.1

Skatus | IP address | MaC address | Packets - = | <- Packets | MaC address | IP address |

B Hosts | aPr [, APR-ONS [ APRSSH1 D) APRHTTPS | Routing |5, Passwords

0%

Lost packets:
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Watching your network

(Fe— W=
File “iew Configure Tools Help

||+ & eI mMEFa0DES O 0
|ﬁ" Protected Storage I@ Metbwark: Iﬁ'ﬂ Sniffer Iﬁ LS4 Secrets I@f Cracker Ilﬁ Traceroute IM CCou I[‘,;']',]] Wireles

'Sj% Passwords a | | Timeskamp | FTP server | lient | LIsername | Password |

e )
e HTTF' (n}
L= IMAP (0]
-8 POP3 (300)
..sb SME (2)
- Telnet {0}
Y ()
ﬁ, TOS ()
€5 SMTP (D)
- NNTP (D)
{35 MSKerbS-Preduth (1
% Radius-Keys ()
. & Radius-Users (0)
-2 1o m

-G TKE-PSE (00 -
4| | »

=) tosts | arr |2 aprons | ePR-ssH-l | S apr-nTTPs | Routing |FY  Passwords |

Losk packets: 0% v
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Watching your network
e Whats at risk?

— Capture the password of all connections to the
following services and more

. FTP

e Mail (Pop & SMTP)
e Rlogin
e Telnet
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Watching your network
e Whats at risk?

— Read all mail sent inbound and outbound
— Capture all transactions that take place over telnet

— Access to all files transferred through FTP

— Unlimited possibilities
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Watching your network
 \What can be done?

—Qutbound Email (SMTP)

o Start with encryption on any confidential
email

—
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J File Edit ‘Wiew Insert Formatk Tools  Message Help

=5 % @ B = e T 0 J Byl & & R §
Send Lk Ty Paste IIndio Check.  Spelling fktach  Priority Sign (5... |Encryp... ©Ffline Encryp... Sign(P... Laun
From: Ijim@tracesecurity.cam (Main TraceSecurity)
To:  |im@tracesecurity.com
EEcc |
Subject: Iencr';.-'pted message
[arid Ce] E|B I UA|EEEEsz==-@

This is an encrypted message

Before
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PGP

it encrypted message

J File Edit Wiew Insert Format  Tools  Message Help

= CA- - | pGokeys _ o] x|
| Send ik Copy Paste ) 3 3
| File Edit Wiew Keys Server Groups Help
| From: [ — ——
; ram I]lm@tracesecurlty com  (Main Tr Eﬁ x ‘ %| Oﬁ 1 % % | Ii'q. .

[GER To Iji_m@tracesecuritv.cu:um

| = Keys Yalidity | Size Descripl

Subject; [encrypted message = '3!3 jim stickley <jim@tracesecurity.com> ¥ 2048/1024 DH/DSS

=5 jim stickley <jimi@tracesecurity, com= [+ User ID

| Al = o =] 3---;-;5?_, jim stickley <jimi@tracesecurity, conm > D35 ex

@@, FaFP Sacuify Empfayes Carbfratian Kay 1024 Expired

_____ BEGIN PGP SIGHNED MESSAGE @@, PP Sacuify Soffuare Ralaara Keap 2000 2048/1024  Expired
Hash: SHAI

This is an encrypted message.

“Yersion: PGP 7.0

Jl | i
QA A BOKITIA0BY|F qvZdFEQITM: ——
AVWD/ItAIgD 7 GLgZbaByHduy | 1 signature(s) selected | A
—EAY2

After




SSH

« What can be done?

—Encryption

 FTP, telnet,
rlogin can all be

replaced with
SSH

security

i PUTTY Configuration
Cateqon:
EJ-Sgsﬁnn | Baszic options for pour PuT T seszion |
L.nggmg — Specify your connection by hozt name or IP address
[=1- Terminal
Host Mame [or IP address] Fuort
- Feyboard
- Bel [ |22
- Features Frotocal:
=1 wirdow " Raw " Telnet ¢ Rlogn  * S5H
- Sppearance ;
PP . — Load, zave or delete a stored seszion
- Behaviour _
- Translatian Saved Sessionz
- Selection
m-Emnym Diefault S ettings Load
[=]- Connection EXCHAMNGE
- Prowy Mew web Server S gve
- Telnet hca%nx o
. remate connect main 5q Dielet
Rilogin remote connect main sgl-newest =ee
=l S:SH remote connect zbackup
i Ath
""" Tunnels Close window on exit:
""" Bugs " Always O Mewver  ©* Only on clean exit

Cancel

Open




B 49499 :
‘Trccesecun’ry

security compliance management

Managed Switches
 What can be done?

—Managed switch

e Assign mac address to port

— This 1s more difficult but offers an enormous
amount of security

—Some IDS can detect anomaly's such as
multiple mac addresses claiming same
address




B 49499 :
"rracesecun’ry

security compliance management

Network topology best practice

e Systems
— Encrypt data on your desktops

— Access control for remote systems
— Disable USB where possible
— Disable Active-X in web browsers

— Systems must be locked or logged out when users
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Unpatches systems on the rise

e Though easy to apply, often missing from
critical servers

— Third party vendors often overlooked

— Third party software forgotten
e Example: Veritas Backup Exec

— Core processors avoided

— Patch policy states there needs to be a delay
lpstallation. Installation never happens
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Reviewing logs

e L ogs are not being reviewed enough
/ at all

— Critical servers should be reviewed daily

—Use central logging to reduce time

—High risk systems should store logs on
separate server
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Other random threats

e Stuff you should be aware of...

—
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Music CD’s overlooked risk

e Music cd’s often stuck into computers
without thinking

—Any CD can be malicious

—



racesecurity
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———

Policies and Procedures

e Policy enforcement

—Policies have become stronger but
enforcement of those policies Is missing

—User awareness of the policies often
missing

e Make sure procedures are
documented
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e Hidden Files with Alternate Data
Streams (ADS)

—NTFS file systems offer a unique way
to hide files through the use of ADS

—
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Watching the Hosts

[ S P P n —— I et T

[+ ] command Prompt

C:A\Ddir c:\test. dor < ——
Uolume in drive C has no label.
Uolume Serial Number 1s O8T6-TFBS

Directory of c:\

B6/20/2005 09:20a 19,456 test.doc
1 File(s) 19,456 bytes
@ Dir(s) 41,833,185,280 bytes free
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Watching the Hosts

o m—m P 1 —— I—m e

il=" | command Prompt

C:\>dir c:\test.doc
Uolume in drive C has no label.
Uolume Serial Number is 08T76-TFBS

Directory of c:\

6/20/2005 09:20a 19,456 test.doc
1 File(s) 19,456 bytes
@ Dir(s) 41,833,185,280 bytes free

C:\>type calc.exe > test.doc:calc.exe 4,\

C:\>
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Watching the Hosts

[RSS— t— P n —— T e e |

=] command Prompt

C:\>type calc.exe > test.doc:calc.exe

C:\>dir c:\test.doc
Uolume 1in drive C has no labeT.
Uolume Serial Number 1s 08T76-TFB5S

Directory of c:\

06/20/2005 09:24a 19,456 test.doc
1 File(s) 19,456 bytes
@ Dir(s) 41,833,152,512 bytes free
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Watching the Hosts

=—— —n -r X =1 o —

=] command Prompt

C:\>type calc.exe > test.doc:calc.exe

C:\>dir c:\test.doc

Uolume in drive C has no label. Must include full path
Uolume Serial MNumber is B8T7&-TFBS

Directory of c:\

O6/20/2005 09:24a 19,456 test.doc
1 File 19,456 bytes
0 Def(s) 41,833,152,512 bytes free

C:\>start c:\test.doc:calc.exe
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Watching the Hosts

=] command Prompt

C:\>dir c:\test.doc
Uolume 1n drive C has no labe
Uolume Serial Number is O8T6-

Directory of c:\
06/20/2005 09:24a
1 File(s)
@ Dir(s) 41,83

C:\»start c:\test.doc:calc.exe

C:\>

‘ security
™ Calculator ;lﬁlil
Edit Wiew Help
I i}
I Backspace CE C
bAC ! a 4 ! sqrt
1= 4 R b * %
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—QOpen file c:\test.doc with Microsoft Word
taf test - Microsoft Word - |I:I |i|

| Bile Bt Yiew Insert Format Tocols Table Window Help

DEEagl | - ad ws @212

LE---I---1---I---E---I---3---I--

Thiz 15 a test file.

N B ES

1/1

At 1 Inli Call  [REC [TRI g
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e \What can be done about ADS?

—Regular windows software will not
detect these files

— Third party products have been
developed to help but are not perfect.

—
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e Sfind

— SFind scans the disk for hidden alternate
data streams (ADS) and lists the last
access times.

— sfind [dir] /ns=no subs

— This tool must be run from cmd line.
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Watching the Hosts

e Sfind

[+ ] command Prompt

C:\Software\sfind>sfind c:\ /ns
Searching. ..

C:y

hotreal .doc:calc.exe Size: 91408
Finished
C:\Software\sfind>_
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o Sfind & other third party limitations

—IMPORTANT!

— Sfind and Copy ADS will NOT locate files
that have been created on top of existing
word doc files. This means, If a word

document was created first, then the

command: type filename > existing-
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In the end

e Security risk are everywhere

e Don’t try to solve every risk in one week

e Don’t assume because a protection has

peen put Iin place that there is no more
risk

e Most risks can be greatly reduced with
awareness training

e Security solutions today will be bypassed
tomorrow
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TraceSecurity Inc.

Comprehensive Security & Risk Assessments
IT Audits

Penetration Testing

Comprehensive Regulation Compliance Review
Online Banking Application Testing

Remote and Onsite Social Engineering

Policy Development and Review

Numerous Training Courses available (On site and
remote)

Anti Phishing, Man in the Middle and Pharming
solution

ulti Factor Authentication Solution
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