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Regulations
Reg B, Equal Credit Opportunity
Reg E, Electronic Funds Transfer
Reg Z, Truth in Lending
Reg BB, Community Reinvestment Act
Reg X, Real Estate Settlement Procedures Act
Reg DD, Truth in Savings
Reg P, Privacy of Consumer Financial Information
Reg F, Interbank Liabilities
Reg O, Insider Lending
Reg D, NOW Accounts/MMDA

Regulations
Reg CC, Funds Availability
BSA – Bank Secrecy Act
FACTA – Fair and Accurate Credit Transactions Act
Fair Housing Act
Fair Debt Collection
Information Technology
Bank Protection Act
Home Mortgage Disclosure Act (HMDA)
Lending and Appraisal Policies
Internal and External Audit Programs 
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Compliance Program Elements

Policies
Compliance Officer
Procedures
Training
Allocation of resources
Reviews and audits
Board reporting
Assessment and monitoring of risks

Compliance Program 
Questions

How are compliance requirements and 
changes monitored?
How is compliance tested on a transaction 
basis?
Is there an independent review of the 
compliance program or at least of the highest 
risk areas?
What kind of compliance training goes on?  
What is it and who gets it?
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Red Flags for Compliance

Number and severity of audit and review 
findings

Timeliness in responding and correcting

Staff changes and turnover in compliance
The lack of compliance topics at board 
meetings
Customer dissatisfaction and complaints
Lack of periodic compliance reports

Product Risk

Which of the bank’s products carry the 
greatest risk from the standpoint of 

Materiality – how much do they contribute to the 
balance sheet
Stability – how long has the product been around 
and how complex is it
Product management – how much experience 
does the bank have in handling the product
Overall size of the bank or branch
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Regulation Risk
What is the potential consequence to the 
public and to the bank of noncompliance
Includes factors such as 

Financial harm to consumers
Financial harm to the bank
Legal harm to the bank
Reputation risk to the bank
New laws, regulations or amendments
The burden of corrective action including civil and 
financial liability

High Risk Compliance Issues

BSA
Insider Lending
Information Security/BCP
CRA
Fair Lending
Flood Act
Truth in Lending – APR
Specific Provisions of RESPA
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BSA Program Requirements
A system of internal controls to assure 
ongoing compliance with BSA
Independent testing for BSA/AML compliance
Designated person(s) responsible 
Training for appropriate personnel 
(everybody!)
Customer information program (CIP); risked 
based procedures that enable the institution 
to form a reasonable belief that it knows the 
true identity of its customers

BSA Red Flags
Written BSA/AML program
All required program elements
Written risk assessment
SAR reports
Are BSA/AML changes tracked and 
implemented
Annual testing
Training program and schedule in place

Should include BOD training
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Reg O Actions
A prohibition on loans to insiders unless a loan 

is non-preferential and 
does not present a higher-than-normal risk of repayment or 
other unfavorable features.

A requirement that prior board approval is obtained 
for loans to insiders greater than a certain amount. 
A limit on lending to individual insiders and to 
insiders in aggregate. 
Restrictions on loans to executive officers in other 
ways. 
Restrictions on the payment of overdrafts for insiders

Reg O Overdraft Prohibition

Unless there is a pre-approved line of 
credit or transfer
Inadvertent
$1,000 or less
Not more than five days
Charged the same fee as any other 
customer 
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Reg O Red Flags

Insider policy/Conflict of Interest
Annually pass a resolution specifying the 
executive officers
Annually complete form identifying insiders, 
related interests and immediate family
Receive reports indicating any loans made to 
insiders, related interests or immediate family
Proper overdraft protections put in place

Information Security

Banks must take steps to:
Insure the confidentiality of customer records and 
information 
Protect against any anticipated threats or hazards 
to the security or integrity of such records
Protect against unauthorized access to or use of 
such records that could result in harm or 
inconvenience
Ensure proper disposal of consumer information
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Information Security Program
Address three main components

Prevention
Detection
Response

Must include
Risk assessment
Methods of risk control and management
Testing
Service Provider arrangements
Incident response and customer notification
Training

Questions for Info Security
Does the bank have a written information security 
program?
Is it updated at least annually?
Does it address prevention, detection and response?
Ask about and understand what steps the bank takes 
to protect customer information
Pay attention to both low tech and high tech
Make sure a process is in place to identify a breech 
and determine whether a response and notification is 
needed
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CRA Assessment Levels

Streamlined Assessment
1.  Loan to Deposit Ratio
2.  Percentage of loans in 
assessment area
3.  Record of lending to 
different income levels
4.  Geographic 
distribution of loans
5.  Response to written 
complaints

Is the bank < 
$258MM?

Is the bank > 
$258MM, < 
$1.033B?

Is the bank > 
$1.033B?

YesYes

NoNo

Yes

1. Assessment the same 
as < $258MM
2.  No. and amount of CD 
loans
3.  No. and amount of 
qualified investments
4.  CD Services
5.  Response to CD 
lending, investment and 
services

Three Tests
1.  Lending
2.  Investment
3.  Services

CRA Reports

The bank's loan to deposit ratio 
The percentage of the bank's loans 
within the assessment area 
Dispersion of loans geo-coding report: 
the percentage of loans within each 
census tract of the assessment area 
Whether there have been any 
complaints against the bank
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Fair Lending/ECOA Red Flags

An existing or proposed lending policy whose 
standards for underwriting, pricing, or setting 
terms and conditions are vague or unduly 
subjective, or which allow substantial loan 
officer discretion. 
Any statements by officers, employees, or 
agents, indicating a preference, prejudice, or 
stereotyping on a prohibited basis, or an 
aversion to doing business in minority areas. 

Fair Lending/ECOA Red Flags

Segmentation of product markets, 
advertisements, promotions, application 
channels, or other access to credit 
along the lines of racial or national 
origin characteristics of applicants or 
geographic areas. 
Consumer complaints alleging 
discrimination in specific transactions. 
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Fair Lending/ECOA Red Flags

Substantially fewer loans originated in 
areas with relatively high concentrations 
of minority group residents than in 
areas with comparable income levels, 
but relatively low concentrations of 
minority residents. 
Disparities in Home Mortgage 
Disclosure Act (HMDA) data. 

Fair Lending/ECOA Red Flags

Low levels of minority applicants even 
though minorities represent a significant 
part of the service area.
Use of credit scoring models that have 
not been validated. 
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Flood Act

May not be waived
Procedures in place to monitor?
Ability to “force place” insurance

Other Areas of Concern

Truth in Lending – APR calculation
RESPA – Settlement statements for 
covered loans
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Regulations Requiring Annual 
Review

Bank Secrecy Act
Bank Security Program
Community Reinvestment Act (CRA)
Insider Lending
Real Estate Lending Standards
Interbank Liabilities
External Audit Program
Information Security Program 
Business Continuity Plan

Thank You

Questions?
andy@brodeconsulting.com
440-739-0445



This publication is designed to provide accurate and authoritative information in regard to the subject matter covered. It is provided with 
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Introduction 

As a bank director, you may feel overwhelmed at times by the 
servings of “alphabet soup” you are expected to know. The list of 
banking regulations now stretches around the alphabet and goes 
from “A” to “FF”.  

If you have any time left after reading, understanding, 
implementing and keeping up to date on all of these, you can use 
it to try and take care of customers and make money for the bank! 

Our goal today is not to make you a compliance expert, but rather 
to highlight the role the director should play in the bank’s 
compliance program, discuss some high risk regulatory 
compliance issues and what things to look for to make sure your 
bank is appropriately addressing compliance issues. 

Compliance Risk 

The Federal regulatory agencies have identified nine major risk 
categories that a bank faces including credit, interest rate, 
liquidity, price, foreign currency translation, transaction, 
compliance, strategic and reputation.  

It is noteworthy that compliance is on this list of risks because it 
indicates the seriousness of the subject. But what is it about 
compliance that makes it so risky? 

First and foremost, compliance is, by definition, about following 
the law. Being out of compliance means that the bank has 
violated a law or a regulation. While it is difficult in the day-to-
day operation of the bank to keep track of and adhere to the 
multitude of laws and regulations that govern the institution, we 
want to do our best to be law abiding corporate citizens. 

Secondly, certain laws and regulations such as the Bank Secrecy 
Act (BSA) carry potential personal liability with them. As a board 
member you run the risk of suffering both civil and criminal 
penalties for not properly complying with the regulations. 

Apart from personal liability, there is the risk to shareholder 
value. Bank violations can result in monetary penalties to the 
corporation and certain aspects of non-compliance can affect the 
bank’s ability to acquire, merge or branch. The organization’s 
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earnings may also suffer if a focus on non-compliance issues 
draws board and management attention away from other, more 
profitable pursuits. 

Last but not least, despite the complaining that we do about 
compliance, most laws and regulations are well intended and 
really are about doing the right thing for the bank, our customers 
and for society. 

Director Responsibilities 

Given the limitations that most directors have in terms of time, 
knowledge and experience, what steps can you take to ensure 
that compliance risk is properly managed? 

Setting the proper tone for compliance is the first and most 
important step you can take. Compliance often takes a back seat 
to other, more urgent issues and it is sometimes treated as the 
“poor stepchild” within a bank. Taking compliance seriously, 
making it a priority and, most importantly, treating the program 
and people with respect will go a long way in sending a message 
that this is something the board recognizes as being important 
and worthwhile. 

Take the time to become informed about compliance issues. You 
can do this by reading banking publications, taking advantage of 
training opportunities, talking with other directors and bankers 
and asking your Compliance Officer to put you on the list to 
receive compliance newsletters. 

From a practical standpoint, your best opportunity to affect the 
management of this risk area is to make sure that the bank has 
an effective compliance program in place. 

Compliance Program 

The compliance program represents all of the activities that the 
bank undertakes to stay in compliance with laws and regulations. 
Ideally the compliance program is a written document but no 
matter how formal it might be, it should have the following 
elements: 

 Policies  

 Compliance Officer 
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 Procedures 

 Training 

 Allocation of resources 

 Reviews and audits 

 Board reporting 

 Assessment and monitoring of risks 

Policies 

The adoption of policies is the board’s primary method of 
directing the operation of the bank. The board should make sure 
that there are clear, up to date written policies in place regarding 
compliance matters. Many banks have an overall compliance 
policy in addition to individual policies that address specific 
regulations. Make sure that you have read and understand the 
bank’s compliance policies and also note when the policies were 
last reviewed by the board to see that they are up to date. All 
compliance policies should be reviewed at least annually. 

Compliance Officer 

The bank needs someone who will be responsible and accountable 
for implementing and monitoring the compliance program; a 
compliance officer. Ideally, the Compliance Officer is a senior 
manager of the bank because it helps reinforce the message that 
compliance is important, ensures that action steps will be carried 
out and provides a direct conduit to the board. 

Procedures 

Your bank should have written procedures in place to ensure that 
the policies the board has established are carried out in day-to-
day operations. 

Training 

Many regulations require employee training for those who are 
directly involved in the regulated activity. Your compliance 
program should include a written schedule of internal compliance 
training and there should be sufficient resources provided for 
appropriate staff to receive external training. When considering 
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training, don’t forget that the board also needs regular and 
ongoing training on compliance matters. 

Resources 

Are the proper resources (time, money, staff, etc.) being allocated 
to the compliance program? 

Reviews and Audits 

Although they may at times be painful, reviews and audits of the 
bank’s compliance activities are absolutely critical in managing 
risk. Reviews and audits need to be done on a regular basis and 
reports presented to the board or a committee of the board. 
Reviews and audits must be independent, focused on checking 
internal controls and include transaction testing. An effective 
review and audit program is the board’s best method of knowing 
that their policies are being implemented and the compliance 
program is working. 

Board Reporting 

As noted above, various compliance activities should be reported 
to the board. In addition to reviews and audits, potential reports 
include: 

 Minutes of compliance meetings 

 Reports of training 

 Action plans and deadlines for correcting review, audit or 
examination findings 

 Customer complaints  

 Requests for public disclosure information 

 Synopsis of regulatory changes 

Assess and Monitor Risks 

The last element of the compliance program is the ongoing 
assessment and monitoring of the risks associated with 
regulatory compliance.  

Questions for a Compliance Program 

As a director, here are some questions to ask to in order to gauge 
the effectiveness of the bank’s compliance program: 
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 Has the bank identified high risk compliance areas? 

 How are compliance requirements and changes monitored? 

 How is compliance tested on a transaction basis? 

 Is there an independent review of the compliance program 
or at least of the highest risk areas? 

 What kind of compliance training goes on? What is it and 
who gets it? 

The board should also keep an eye out for these “red flags” that 
might indicate compliance program problems: 

 Number and severity of audit and review findings 

 Timeliness in responding and correcting findings 

 Staff changes and turnover in compliance 

 The lack of compliance topics at board meetings 

 Customer dissatisfaction and complaints 

 Lack of periodic compliance reports 

Identifying Risk 

Part of the compliance program deals with assessing and 
monitoring risk. We want to make sure that our limited resources 
are devoted to ensuring compliance with the highest priority 
compliance issues. How do we know what those are? 

There are a number of ways as a director to help identify high 
risk compliance areas. These include examination and audit 
reports, input from management, banking publications, 
discussions with directors from other banks and conversations 
with consultants, examiners and others who are regularly 
“plugged into” the compliance network. 

Risk may also be established using two different concepts. The 
first is “product risk” where the bank’s products are looked at 
individually and compliance risk is determined by considering the 
contribution to the balance sheet, the longevity of the product, 
and the degree that it is already managed. 

The second way of looking at compliance risk is from a regulation 
standpoint (regulation risk). What are the potential consequences 
to the customer and the bank for non-compliance with specific 



 
 

Brode Consulting Services, Inc. 
6 

regulations in terms of financial harm, litigation, reputation, and 
liability? 

Included below is a brief description of some of the current high 
risk regulations 

Bank Secrecy Act 

There is no hotter “hot button” on the regulatory front than Bank 
Secrecy. Because of new initiatives in anti-money laundering that 
have resulted from 9/11 and the war against terror, the Bank 
Secrecy Act (BSA) and associated laws and regulations have 
taken on new importance in the last few years. In addition to 
increased regulatory attention, BSA also carries severe penalties 
for both the bank and individuals who violate the Act’s 
requirements. 

When we speak of BSA, we are really including several different 
laws, policies and requirements including Bank Secrecy, the 
bank’s anti-money laundering program (AML), customer 
identification programs (CIP), and the provisions of the USA 
Patriot Act (USAPA). 

Under the BSA, the board of directors is required to approve a 
written compliance program designed to assure and monitor 
compliance with the recordkeeping and reporting requirements of 
the Act. A customer identification program must be included as 
part of the compliance program. The Act specifies that the 
compliance program must, at a minimum: 

 Provide for a system of internal controls to ensure ongoing 
compliance;  

 Provide for independent testing for compliance to be 
conducted by bank personnel or by an outside party;  

 Designate an individual or individuals responsible for 
coordinating and monitoring day-to-day compliance  

 Provide training for appropriate personnel, and 

 Establish a Customer Information Program (CIP); risk 
based procedures that enable the institution to form a 
reasonable belief that it knows the true identity of its 
customer 
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The regulatory agencies have recently issued a Statement on the 
enforcement of BSA requirements (Interagency Statement on 
Enforcement of Bank Secrecy Act/Anti-Money Laundering 
Requirements, July 19, 2007). This Statement clarifies the 
situations that could result in a bank receiving a “cease and 
desist” order for BSA infractions. Basically, the following 
deficiencies could result in a bank receiving a cease and desist: 

 Failure to have all of the components of the required BSA 
program (as outlined above) in place, or the program not 
being implemented properly, or defects in the program 
coupled with other “aggravating factors” 

 A failure to correct previously noted deficiencies 

 A serious breach of reporting and recordkeeping 
requirements  

To prevent problems, the board should make sure that the 
following items are in place at the bank: 

 Written policies and procedures (including CIP and 
customer due diligence) are approved and up to date with 
regulatory requirements 

 A BSA/OFAC Officer has been appointed 

 Internal controls are in place for the BSA compliance 
program 

 There is an annual independent test of the compliance 
program and the results of the testing are reported to the 
board 

 Adequate and proper training for all bank staff (including 
directors) has been done and provisions are made for 
ongoing (at least annual) review and update 

 There is a process in place to identify and incorporate 
regulatory changes in this area 

 A written risk self assessment has been completed 

 SARs are reported to the board in a timely manner 
(generally the meeting after the filing)  

Insider Lending (Regulation O) 

Most directors are familiar with the intent and requirements of 
Reg O, Loans to Executive Officers, Directors and Principal 
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Shareholders. The basic concept of the regulation is 
straightforward; “insiders” should not receive preferential 
treatment in obtaining credit from the bank. Reg O requirements 
can be difficult to navigate, however, and it can be easy to 
inadvertently run afoul of the regulation. Reg O violations are 
considered serious by regulators, no matter what the level of 
violation, and will typically be cited as a “violation of law” in an 
examination report, so adherence to the spirit and letter of the 
law is advised. 

The annual requirement of Reg O is that a “survey” of all insiders 
must be done and that the institution must maintain a record of 
all extensions of credit to insiders.  

In addition to these requirements, Reg O also provides for: 

 A prohibition on loans to insiders unless a loan (1) is non-
preferential and (2) does not present a higher-than-
normal risk of repayment or other unfavorable features. 

 A requirement that prior board approval is obtained for 
loans to insiders greater than a certain amount.  

 A limit on lending to individual insiders and to insiders in 
aggregate.  

 Restrictions on loans to executive officers in other ways.  

 Restrictions on the payment of overdrafts for insiders. 

Directors should ensure that the following items and procedures 
are in place relative to Reg O: 

 The bank should have an insider policy that addresses all 
types of business transactions with insiders including 
extensions of credit and overdrafts. 

 Annually pass a resolution specifically identifying the 
executive officers of the bank. 

 Annually complete a form identifying insiders, related 
interests and immediate family members. 

 Receive reports that would indicate any loans or 
extensions of credit made to insiders, their related 
interests or immediate family members. 

 Proper overdraft protections are put in place (written pre-
authorized credit or transfer plan) 



 
 

Brode Consulting Services, Inc. 
9 

Information Security and Business Continuity Planning 

Nothing, other than BSA, has gotten as much attention from 
regulators recently as information security and business 
continuity planning.  

It is helpful to remember that while there are a number of 
Federal laws that address information security, the renewed 
interest is primarily the result of two pieces of legislation; the 
Gramm-Leach-Bliley Act (GLB) and the Fair Credit Reporting 
Act (FCRA). As an outgrowth of these two laws, the agencies 
issued a set of guidelines (Interagency Guidelines Establishing 
Information Security Standards) that outline what is expected 
from a bank when it comes to information technology and 
security.  

Information Security Standards 

The Guidelines require financial institutions to take steps to 
ensure the confidentiality of customer records and information; 
protect against any anticipated threats or hazards to the security 
or integrity of such records; protect against unauthorized access 
to or use of such records or information that could result in 
substantial harm or inconvenience to any customer; and ensure 
the proper disposal of customer and consumer information.  

The Guidelines further require every bank to implement a 
comprehensive written information security program that 
incorporates three primary components: prevention, detection 
and response. The program must include a risk assessment of the 
threats to information security, consider various security 
measures to manage and control risk, include requirements for 
testing, provide for due diligence in selecting and monitoring 
third party providers, establish incident response and customer 
notification procedures and set forth expectations for ongoing 
staff training. 

The bank’s board of directors must approve the plan and are to be 
involved in overseeing the overall information security program, 
including the receipt of an annual report describing the overall 
status of the program and the bank’s compliance with the 
Guidelines. 
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Business Continuity Planning (BCP) 

In addition to a concern about protecting customer information, 
there is also, as a result of Hurricane Katrina and other natural 
disasters, a regulatory focus on ensuring that institutions are 
prepared for business disruptions. 

It should be noted that the concept of business continuity 
planning has expanded from a purely IT setting. Today’s BCP 
should be “enterprise wide” and needs to address how the bank 
would maintain and recover all of its critical business functions, 
not just those related to technology. Although the BCP 
encompasses a wider scope than just technology, it is reviewed as 
part of the IT examination and still has a significant portion of its 
content devoted to IT systems and processes.  

The BCP should be built on a foundation of risk assessment that 
identifies the various threats or events that could negatively 
affect the bank either operationally or strategically. The BCP 
should describe in detail the procedures to be followed to recover 
each business function affected by the disruption and should be 
written in such a way that various groups of personnel can 
implement it in a timely manner.  

Testing is an increasingly important part of an effective BCP. 
Recovery testing should be conducted at least annually. 

The board of directors and senior management are responsible for 
establishing policies, procedures, and responsibilities for 
organization-wide business continuity planning. At a minimum, 
the board of directors should annually update and approve the 
institution’s business continuity plans and should receive the 
results of BCP tests. 

Community Reinvestment Act (CRA) 

CRA is a ray of sunshine in an otherwise increasingly onerous 
regulatory environment. CRA is designed to encourage financial 
institutions to meet the credit needs of the communities they 
serve. In 2005, the regulatory agencies issued amended 
regulations that significantly ease the CRA burden on small 
($258 million or less in assets) and intermediate ($258 million to 
$1.033 billion in assets) financial institutions.  
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CRA is a regulation where “the proof is in the pudding”. 
Compliance is reviewed based on actual performance and 
activities, not just paperwork. The way that a bank’s performance 
is assessed depends on the bank’s size. 

For small banks, a streamlined assessment is used that looks at 
the loan to deposit ratio, the percentage of loans made in the 
bank’s CRA area, the level of lending to various income levels 
(and businesses of various sizes), the geographic distribution of 
loans and the bank’s record of responding to complaints about its 
performance. 

Intermediate small banks are assessed on the same basis as 
small banks but the number and amount of community 
development loans, the number and amount of qualified 
investments, the extent to which the bank provides community 
development services and the bank’s responsiveness to 
community development needs are also taken into account. 

Large banks are evaluated on the basis of three tests: lending, 
investment and service. 

To help understand and monitor the bank’s CRA performance, it 
is recommended that directors receive and review certain reports 
on a periodic (ideally quarterly) basis. 

 The bank's loan to deposit ratio compared to the other 
competitors of the bank (hopefully better but at least in 
line) 

 The percentage of the bank's loans within the assessment 
area and outside the assessment (looking for a majority 
within) 

 Dispersion of loans geo-coding report; showing the 
percentage of loans within each census tract of the 
assessment area (this may be better accomplished on an 
annual basis) 

 HMDA reports 

 Whether there have been any complaints against the bank 
or comments received relative to the bank’s CRA 
performance 
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Fair Lending 

Fair lending is making credit available in accordance with the 
requirements of the Fair Housing Act, the Equal Credit 
Opportunity Act, and Regulation B. The primary method of 
achieving compliance is to establish prudent lending practices 
and treat customers consistently. These practices include 
establishing clear standards and procedures for credit decisions, 
setting reasonable limits on discretion by lending personnel, and 
maintaining appropriate documentation. 

The board should look for the following “red flags” when 
considering fair lending: 

 An existing or proposed lending policy whose standards for 
underwriting, pricing, or setting terms and conditions are 
vague or unduly subjective, or which allow substantial 
loan officer discretion.  

 Any statements by officers, employees, or agents, 
indicating a preference, prejudice, or stereotyping on a 
prohibited basis, or an aversion to doing business in 
minority areas.  

 Segmentation of product markets, advertisements, 
promotions, application channels, or other access to credit 
along the lines of racial or national origin characteristics 
of applicants or geographic areas.  

 Consumer complaints alleging discrimination in specific 
transactions.  

 Substantially fewer loans originated in areas with 
relatively high concentrations of minority group residents 
than in areas with comparable income levels, but 
relatively low concentrations of minority residents.  

 Disparities in Home Mortgage Disclosure Act (HMDA) 
data.  

 Low levels of minority applicants even though minorities 
represent a significant part of the service area. 

 Use of credit scoring models that have not been validated.  
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Flood Act 

In the aftermath of Katrina and other natural disasters, 
compliance with the provisions of the National Flood Insurance 
Program (NFIP) has received increased attention. 

One important concept to keep in mind with regard to compliance 
with the provisions of the NFIP is that these laws and regulations 
are designed to save the Federal government money in the event 
of a natural disaster, not necessarily ensure that the bank’s loan 
is protected. Bankers need to keep focused on the fact that the 
NFIP is concerned with collateral, not the purpose or collateral 
coverage of the loan. 

Most banks have been diligent in obtaining flood determinations 
for property that is used as security for a loan. Difficulties often 
arise when: 

 Banks view flood insurance as a requirement that can be 
“waived” if the premium is high or the customer protests. 

 Proper systems are not established to monitor the ongoing 
presence of flood insurance on a piece of property. Flood 
insurance may not be monitored to the same extent that 
property insurance is or it may “fall through the cracks” if 
not properly set up in the computer system at loan 
booking. 

 Flood insurance is not “force placed” in accordance with 
the requirements of NFIP. Banks are required to notify a 
customer if adequate flood insurance is not in place. If the 
customer has not obtained flood insurance within 45 days 
of the notice the bank is required to force place it.  

Other Areas of Concern 

Directors should also be aware of two other areas of concern; the 
proper calculation of Annual Percentage Rates for consumer loans 
and the requirement that settlement statements are properly 
prepared for loans that are covered under the Real Estate 
Settlement Procedures Act (RESPA). Directors should ensure 
that proper transaction testing of these requirements is in place. 
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Items Requiring Annual Review 

There are several regulations that require an annual review by 
the board of directors. These are items that must be addressed by 
the board and require an extra level of diligence. These 
regulations are: 

 Bank Secrecy Act 

 Bank Security Program 

 Community Reinvestment Act (CRA) 

 Insider Lending 

 Real Estate Lending Standards 

 Interbank Liabilities 

 External Audit Program 

 Information Security Program  

 Business Continuity Plan 

Conclusion 

Regulatory compliance can be confusing and overwhelming for a 
bank professional, let alone a “layperson” trying to carry out their 
fiduciary duties as a director. To complicate matters further, 
while all regulations receive attention from examiners, the 
priorities and emphasis changes from time to time so what was 
really important in the last exam doesn’t necessarily receive the 
same focus this time.  

Directors should remain focused on making sure that the items 
they are required to address are taken care of, that they have a 
general working knowledge of regulations, that they monitor the 
compliance activities of management and take advantage of 
periodic training opportunities to stay current with changes. 
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