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Example - “ABC” National Bank

= ] Rated Bank after OCC exam
= 21 months later - 4 Rated Bank by OCC

= 8 months later - Operating under an MOU with
the OCC

= Next month - New Senior Lender
= 5 months after that - New President...and

= 2 months later - Directors paid Civil Money
Penalties
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Agenda

00N

= Review current risk issues
= Cover risk management basics

= Discuss enterprise risk management
approach
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Earnings Decimated by Loss Provisions
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Credit Cycle Turned In 2007
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2005 OCC Underwriting Survey

= Pronounced trend toward easing commercial credit
standards in 2005, with significantly more banks
easing underwriting standards than tightening
standards.

= OCC reported 34 percent of banks eased, 12 percent
tightened, and 54 percent made no change to
commercial underwriting standards.

= Easing trend began modestly in 2004

= Last time examiners reported more banks easing
credit standards than tightening standards was in
1998, when 44 percent of the banks eased
commercial standards (and problems resulted 2 %2
years later)

©
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Credit Risk Increased

= On average, community banks have over
200% of risk based capital in commercial real
estate loans

= Core deposits in community banks have
declined from 82% of average total assets In
1984 to 65% in 2008

= Wholesale funding increased from 5.5% of
average total assets to 10% at community
banks with 300% of risk based capital in CRE

©
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And Credit Risk I1s not the
only category of
Increasing risk
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Incidents of Data Loss

NMUMBER OF INCIDENTS
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FraudSe - 79

Incidents by Breach Type - All Time
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Compliance Risks

= Regulators continue to focus on BSA,
HMDA, Flood and Compliance in
general

= SOX now applying to non-SOX
banks??

= Management concerned about
compliance risk and costs

©
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Total Formal Regulatory Orders

Frequency of Matters

Operations (Routine &
(5) Board Owersight/Participation, Contral), 14.6

59.12

Business Plans, 43.8

BSA/SAR Compliance, 21.9

(2) Management Qualifications,
64.23

Information Technology, 10.95

Accounting, 24.82

Liquidity, 37.96

(1) Regulatory Capital, 75.91

Credit Concentrations, 48.91

(4) Asset Quality, 60.58 ALLL, 48.18 (6)

(3) Lending & Collection, 61.31

©
’b BRINTECH. -




o SANMNCNN N0 N i,
Regulatory Risk Management
Requirements

* Financial institutions should implement a
comprehensive program designed to:

— ldentify

— Measure
— Monitor and

— Control risk .... Across a spectrum of risks

©
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COSO Il Enterprise Risk Management

A process, effected by an entity’s Board of
Directors, management and other personnel, that

Is applied in strategy setting and across the
enterprise.

Its goal Is provide reasonable assurance
regarding the achievement of organizational
objectives by identifying events that may affect
the entity and managing risk to be within the

entity’s risk appetite.
©
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Brintech Enterprise Risk Solution

Company Goals/Objectives:
— Strategic Plan
— Technology Plan
— Operating Budget

Risk Identification & T Regulatory Requwement

Measurement: _ I Risk Control:
Inherent Risk Assessmen. I Risk Monitoring: — Documented Procedures
FDICIA Risk Assessment Board/Committee Reports tied to Policy limi —  Separation of duty
Product Risk Assessment guidelines (Financial/Loan, etc.) controls
Vendor Risk Assessment EVE(Rate Shock) Analyses Accounting Procedures -
Economic Studies GAP Analyses Counts, Reconcilements,
Examinations/Audits Investment Market Value Reports Credit Analysis
Loan Review Management reports highlighting exception: Methods/Tools
Compliance Audits/Exams (Budget to Actual, Period-to-Period, other) Transaction Limits
In-House and Outside Examination & Audit Reports Disbursement Limits
Legal Review of contracts Loan Review Report Documentation Review,
& product documents Classifieds & Watchlist File and Follow-up

KRI and KPI Contractual Warranties &

Indemnification
Insurance Coverage

General Control Environment:
Board Structure/Experience
Board Policies
Management Structure/Experience/Philosophy
Organization Structure, Adequacy of Staff
Segregation of Functional Responsibilities
Personnel Experience
Physical/Information Security Programs

: ".- P, ' ? .____.:.-_;;'-"F- f LAy - iy
* Program based on the 0 modeLofontrol ' '/,"f L?" N '
** See FDICIA Risk Asse _1* nd 'rols Evaluation for more detail _ ; BRINTECH $e
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Implementing ERM — Five Steps

L.,
2.

8.

Assess Inherent risk and the risk trend

Review management policies and ensure that they
Incorporate appropriate risk exposure limits

Prepare an inventory of specific risk and exposures

Evaluate risk management strategies and controls
and develop a Plan, incorporating risk management
Into business processes

Develop a risk management information reporting
system

©
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Step 1 — Assess Inherent Risk

* Inherent risk results from business choices (e.g. buying mobile
home loans)

= Inherent risk exists in each line of business, regardless of the
level or management control in place

* [nherent risk level may change with changes in the economy
and other non-controllable factors

= Having a high degree of inherent risk is not necessarily
negative, nor is having a low level of inherent risk necessarily
positive

* The Bank’s strategic business objectives help determine what
IS an acceptable level of inherent risk

= The level of inherent risk implies the risk strategies to be
employed, and controls and monitoring procedures to be used
(e.qg., riskier approaches/more monitoring/more control)

©
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Assessing Inherent Risk/Trends

= What has the Banking industry's loss experience been in each
category of risk over the last 3-5 years? (5- High, 3-Moderate,
1-Low)

= Have losses been increasing or decreasing over the past five
years? (5-Increasing, 1-Decreasing)

= Can exposure to potential individual losses be predicted with
reasonable accuracy? (5-Low, 1-High)

= What would be the impact of a significant change in the
economy? (5=Significant impact, 1=Limited impact, 0=No
Impact)
= Does the Bank have the abillity to insure, transfer or otherwise
mitigate risk? (5=Limited ability, 1=Significant ability)
* |s there significant regulatory scrutiny given to each risk
category? (5=Significant, 1=Limited)
©b
BRINTECH. ==
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Step 2 - Review Management

Policies

= Key policies prepared, current and
approved by the Board

* [nclude risk tolerances appropriate to the
Inherent level of risk and strategic
objectives of the Bank

= Contain contingency plans or call for
remedial actions when risk tolerances are
exceeded

©
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Step 3 - Inventory Risks & Exposures

» Risk mapping:
— Business process mapping
— Interviews/questionnaires
— Self assessment teams
— Risk Control Self Assessments
= Begin tracking “event” and “result” data -

transaction volumes, losses, other
measurable information that can be

correlated

©
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Step 4 - Develop Risk I\/Ianagement

Program

= Prepare Action plans to address weaknesses
In policy, process & control

= Develop risk tolerances and guidelines (revise
policies)

= Create risk management organization:
— Assign responsibility
— Charter committees

— Develop tools and information

©
b BRINTECH. »
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Risk Management Organization

= Create risk management organization:
— Assign organizational responsibility

— Charter committees (remember....Committees do
not do actual work)

=  Complexity and Structure often driven by size
of organization...... but keep it simple:

— Not necessary to charter committees that duplicate
other committees

— Not always necessary to create new stand-alone
business units

= Key Is to incorporate risk management into
business processes

©
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Risk Management Organlzatlonal

Alternative

Audit and Risk Executive Committee B d of Asset and Liability Loan
Management | (Strategic Planning and |*" D'Oart - . Management Committee
Committee IT Steering) Irectors Committee
! I o ’
] 7 - Liquidity Risk ~ Loan Approval
Loan QA/Rating

* Interest Rate Risk ¢

Credit Risk

» Risk Managementl

I° Strategic Plan
e IT Plan

- Strategic Risk . ¢
7 Interest Rate Risk

i -Securit)f y |- Repuitation Risk
i = Internal Audit « Reputation Ris )
! e External Audit 1 - Strategic Risk President/CEO s Strategic Risk
!« Compliance | Phd
.: e Loan Review \ | 2 . P
! I 7 7 s
\ | 7/ 7’
7’
\ | s 7
External s 7’
Audit 1 s P
7’
\ I 7’
7’
Chief Chief Chief Chief Chief Chief
Financial Risk Credit Lending Information Operations Marketing
Officer Officer Officer Officer Officer Officer Officer
Interest Compliance Security - Loan Other:
*SOX/FDICIA

Liquidity
/Funds
Management

Rate Risk
Management

Physical &
Information

Review

*Fraud Detection
*FACTA

©
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Step 5 - Develop Information Systems

= Board and Management reports should be

Inked to Risk guidelines in policies

= Key indicators of performance, or potential

noroblems and trends, should be monitored:

Reports of new business, compared to Loan Policy

Loans made as exceptions to Loan Policy (appraisal, limits, etc.)
Concentrations of credit tied to policy

Credit quality (e.g., delinquencies, classifieds, watch list) tied to
policy

Credit grades by loan review compared to officer grades
(percentages/trends)

Percentage of loan reviews completed

— Levels of documentation loan exceptions

Ii ' - ia I.'-I * .-: . ‘ I. ©b
V- i BRINTECH.
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Risk Information Systems

= Measure / Track:
— Inherent Risk
— Risk Events
— Control Effectiveness (RCSA)
— Residual Risk
= Several Methods to do this:
— Surveys
— Assessments
— Indices
— Dashboards.....

©
b BRINTECH. =
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Risk Indices

= Targeted to specific iIssue of concern
= Data to feed Dashboards

= Internal (Operational):
— Process quality index (cycle time, volumes, errors);
— Technology stability /control index (COBIT);,
— Client satisfaction index;
— Control Effectiveness index
— Physical Security index

= External (Operational):
— Crime Incident / Loss index

— Weather events index
— Vendor SLA / Controls index

©
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CIS /CIF

Jack Henry
2020

In-house

GLBA Section 501b Data Classification Matrix

Confidential customer data for
controlled use within the
company.

This system containg
confidential customer
information for all bank
customers, including address,
taxpaver identification numhbers,
hank account numbers, ete.

F—

IBM
AS400

[ F | &
Sample Bank

Loan
Accounting

Systems

Jack Henry
20:20

In-house

Confidential customer data for
controlled use within the
company.

These systems contain
confidential infarmatian
regarding consumer,
installment, and maorgage loan

IBM
AS400

| » W Threat Matrix Moderate Rick Sys ' Data Classification Matrix / Data Classification Scorec | 4
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SAMPLE BANK
GLBA Section 501b{RiskThreat Matrix

Information Systems Ranking Inherer_lt Risk Mitigating Controls and Practices Hanagg_ed -
: Rating Rating
£ - £
- = ¥ - g
32 3 3
pie 97 pis: :
Nature of Data = } 3 x = . . Potential -
Informat Name and System Criticality E 5 - E g E 5 = . Severity .
ion  Provider! Information and Ranking g ¢ g r g ¢ g (High,
3l System  Yendor  General Access Threats L0 ol: Administrative Technical LSO ZE :Mod Low]
CIS ! Altamira |Confidential HIGH Hacking! High High Bank and zervicer have Servicer maintains Frewalls Physical access to zervers and - | Low-to- Low-to-
CIF CLCS - customer data Unauthorize adopted appropriate netwark interfaces to application | telecommunications equipment in | Moderate | Moderate
Developed |for controlled d computer Infarmaticon Security Policies | systems through all the Bank's principal data centers is
for BE¥A |use within the aceess, to: esternalfinternet connections. secured through keyteombination
by company. denial of : Speclfg.uanuus cateqories of Intrusllcnn manitoring systems have | or c:ar.d key In:nclks and marnitared
Accenture | This system cervice InFn:nlrrnatlcnn Systemsz, data,  [been |n§talled a.nd are monitored | by dlglt-::ﬂ surveillance cameras
sontaing confidential equipment, and processes by sefvice prEI'.'II:!E'r personnel on tran;mltted ouer the: netwark and
sustamer subject o3 comprehenzive [ 247 bagls..Sgrwcer haz rnn:nnltcnre!:l by Sepuntg. .
infarmation far all InFn:nrrpatmn Systems developed incident response planz | wiorkstation equipment is
bank customers practices and prqcedures and has resources available 247 sn:nmewhat ez physically secure
including addre 5I5. . Deflpe InFn:nrrnatllcflj Sgstems to enecute such planz., . !:Iurllng the day az Some are lozated
tatpayer security resgunglbllltlesfruleg Malptengnce Df these contrals iz |inhigh customer traffic areas, The
dentification '.'.'Ithlll'l organization. outlined in SE'.r'.'IGE' LE.".'E'| . Johnson center has a.guard
e . Indlc.ate appropriate levels of .ﬁ.greeme.nt '.'.!It|"| semvice provider. | posted, camera surveilled man-
JUR—— security thruughlstandards. Eank. mainiting firewalls an brap at the entrance, .':'.G.GE.SS
ot ' quidelinesz, practice and netwark, interfaces bo core between departments within the
' procedure far the relevant applications through all cenker is restricted through card
confidentiality, integrity and | externalfintermet connections., key locks.,
accezziblit requirements for | Intruzion maonitoring systems have [ Access to non-customer contact
each infarmation system been inztalled and incident areaz is secured through the use
Staffing ralesfresponsibilities | rezponze quidelines prepared, of card-key locks and restricted
have been clearly defined for | FirewallsfIDS monitored by Bank. | access areas (ie, cards only
manitaring the network and | personnel and maintained by third- | permit access to selected areaz).
related intrusion detection | party. Bank employs ‘smart view" | Appropriate after-hours security
Systems. software to manage and view [e.q., alarms, digitalinetworked
Folicy recquires testingof | firewall reports on a daily basiz. [ surveillance cameras, locks, ete.)
§ intruzian detection systems [ Thiz function perforemd by haz been implemented over this
Corruption |[High High The Bank is in process of The Bank maintains anti-virus Phyzical aceess to servers and - [Moderate 1 Maoderate
of Data Due completing Business software on all zervers and belecommunications equipment in
to malicious Continuity Plans on a workstations. This softwareiz [ the Bank's principal data centers is
code [worm, buziness unit-by-Buziness unit| automatically updated az updates | secured. Worktation equipment
virus, etc.) baziz. Appropriate [T Dizaster | are provided byfavailable from is somewhat lezs physically secure
recovery plans have been yendars, during the day as some are located

4 4 v ¥ Theeat Matriv Mnres Sue £ Threat Matriy Hink Rick Sus
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E C D E | F | G | H J L M
1 Sample National Bank
— Information Security Program
2 Third-Party Vendor Risk Ranking
5 | L 1
H [lata 0 0 H
1 1 II . I L) E 1 II I = II E 1 I o I
E d-F3 endo 1 {[n | | | [ H FLUINL 1 H
BankAmerica- Check |Service M 48
7 |Inclearings Provider | Inclearing checks Bobby Bowdon | Bobby Bowdor
Wachovia- Check Service M 3
2 |Inclearings Provider | Inclearing checks ] Bobby Bowdon | Bobby Bowdar
Service |Depository for M 48
9 | SunTrust Processing | Provider | checks i K.athy Bak.er k.athy B aker
10 | ¥anguard Routers Hardware | Bouting services M .3 John MeGinnes
Service |Local service, M M 4
11 | Yerizon Provider | frame & ISON ) Ray Ammions
Service | Trust processing
12 | Sungard Provider | services M M 4 Dlavid Keim
Service |Local service, M M 4
13 | Sprint Provider | frame & ISON ] John MeGinnes
Mail pickup and M M M |
14 U5 Postal Process | delivery K.athy Bak.er K.athy Baker
1) Data circuits 2)
ATT Communication |Service |local & long M M M 4
15 | Services Provider | distance 3] John MeGinnes
Service |Local service &
15 | Bell South Provider | ISON M M M 4 John MelGinnes
17 |JHA Synapsis Software | CRM 5 5 5 - Julie Stary
Equifaz is main
Service |Yendor via M M 18
18 |Credit Bureaus Provider | Internet Craig Fobinsan
ATMIdebit card
Jack Henry- Passport online M M 18
19 [[Silverlink] Software | authorization Fay Ammanz

i 4 & wWh Thuontaee /. Claccfication Mathod it of Ravicwes 2005 4 Lict af Roviowee. 200d £ Liet | £
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BSA/AML Geographic Risk Ranklng

Risk Criteria (Indicate H, M, L in each category, E through M)

Rural

[<20,000], Fraud ¢ Weighted

Suburban[2 Prozimity to Crime Loss Open 5+ Turnowver Adquacy of Score
Located Located 0,000 to High Risk or Tears, 2-5 of Platform ¥Yolume of High Controls - High > 70
in or in or 50.000], Businesses Suspicious Years, Less Staff Risk ! Cash Based on Moderate
near near Metro Area or High Activity than 2 [Tellers, Intensive Audits and F0cor< 70
Region/Branch City|] HIFCA HIDTA [50.000+] Crime Area Ezperience Tears C5RS5) Customers Exzams Score Low ¢ 30

Risk Weightings 5.0 50 1502 1503 10,03 10,02 12.52% 1503 12,53 10032

5 Las Catalinas MEDIUM

1 Catano H H “ L L “ L ““m
5 Rio Honco H H H “ L al “
4T e Corie—— PR B . - ErEe
5 Puerto Muewvo H H H H L H L
& | 65 deInfarteria H H H L o m | oM MEDIUI
7| Vil Blanca H T M L L i M MEDIUM
| Plaza Bairoa H N um | L o m | om MEDIUM
8 |Hermanos Meléndez H H H L L L L
12 Ponce H H “ L L L L Prozimity to significant ¢
L3 favaguez H H “ L L L “ 42 MEDIUM Prozimity to significant «
14]  Sarta Rosa H H H L L T 56 MEDIUM
16| Galeria Suchvile H H H L L T om | 43 MEDIUM
17| Catafio — &lcaldia H H H L o M L 43 MEDIUM
12| Galeria Pazens H H H “ L H L a7 MEDIUM
L2 Cayey H T ™ | L L L H
20 Weds Atta H H L L L H
71 Laz Piedras H H L L L “ L
te|  Manati HoH L L m | m PR M
3 Caroling H H H L L H Prozimity to casinos
24 Trujillo Afto H N um | T m |

H o+ ITEE L H

o n T H [T

H  H H [ w T

H

,_
E lelstlsl=ls

6 Arecibo MEDIUM
T Condada Prozimity to casinos
*5 Izla Yerde H Prozimity to casinos

» ]\ Geo Location Risk Rating / | :
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Product Service Risk Ranking

Wire Transkers - Domestic

Risk Criteria
o H
2% 2 : By g
E U - EERT E -
Eii NS 1 S RN
- E 2 o H 5
5238 we THEES Eag g
c B v
Product/Service 'E, EE = 2 E E -g 2 L Bl k:
W e | T} -3 J = = 'E
mggﬁ E% EEE-EE gg; g Weighted
E 2 E EE E o= 5 ") BoE = Score  Risk Ranked
28¢5 e T °T g g = gﬁ § 2  High>37 Potential for
'E T E ! g 'E E E ﬁ T E Sie= = E Moderate Use in Money
_:' E :' E - 535, 3% g B o E B E - E E 2.2<or<3.8 Laundering
EEEEEE g@ﬁ Eﬁ"u‘ﬁnﬂ EEEEE En Low < 2.3 Comments
Money Orders “ L H M MEDIUM
Teller Checks [ M| L H M MEDIUM
L L L
L
H

Wire Transfers - International

3
4
5
£ | TravelersiGift Checks
T
g
4

Internet Banking - Personal

2.9 MEDIUM
2.7 MEDIUM

i0 |Internet Banking - Commercial

-

11 |Deposit Accounts:

12 Fersonal Checking
12 Public Funds Other
14 Equity Checking

15 Investment Checking

MEDIUM

-

:l-:||-|-: = I
IHIIIII IH

0 MEDIUM
3.7 MEDIUM

a4 Personal Savings

a6 Bonus Savings
36 Public Funds Savings
ar Emplogee Savings

28 | Private Banking

ek} Private Client Checking

40 Private Client MMA

4 Private Client Business MMA
42 | Wealth Management

43 Individual Trust

44 | Credit Card Cash Advance

i 4 v »Prodoct Rick Ratinn £ nstorer Risk Ratinn

2.8 MEDIUM
MEDIUM

MEDIUM
MEDIUM

FHIIII TETE

{  rmen | aratinn Risk Ratinn ¢ Risk Ratinn Se 1



Ri=zk Assessment

BSA/AML Control Assessment

Threzat § Esue

The Bank has not gppmpiztehy identified sk within it=
opergtions , incduding tho=se assocated with products,
senices, customers and geographic locaions, resuting n
falure to implement approprate BS AL contrals ard
procedures and vialations of BSASML and LSAPA
regul|ahors

Mitigating I

h
-o
o

Preczon BS and metslongies havwe 2e a0 ped o
preparieg hek arzesmment. REK aszessments b begd
[reparscl for Can ey and Fes KAl BSA BEE fe 2007,
Brlcitionally, specht Prodnetan o Ge cgraph ke Lecation
REE Asessments ke een prepared. Costmer REk
Fmresment kaw been prepared, Hovzedon ool
FFIEZ "HOW rkk cakdgomes wher Bank E aware thas
curomers v sch caggores. Sin Erboized
FELHMeN T bAke Dee prepARdBIcetan FFIES "HIN
ik cateqories where Bank k aware Hhas prodice i
£ACh CARYOIRS .

The Bank has nit gppropigbehy identified CIP risk within
its operations, indudng those associaed with products,
serces, customers and geographic locaions, and
identifying the specifc procadures to be olloawed by
customerproduct resuking in violaions of CIP guddines
and potertid rsk of opening ascountstha ane impmperhy
docurmented or weted.

BSa Poby BOUIES an anneal amessment of ok, & rkk
arzeszmenthas ey prepard roiP REk O ae 207,
I3 e wct anel costom en type andman ke rotaccon t
open by, Acdcttionaly, Cystomer Rlk ansesaments hawe
b n prepared, forEdon ceriah FRIEC "HIgW ek
caggoes wher Bank b awae kiaz cosbmers e
CABgOnks .

The Bank has ik gppmopigbehy identified OFAC sk
within itz operdions, ncluding those associaed wih
products, semices, customers and geogrRphic lo:aions,
rezutting in filre to implement approprte B S5A0L
contrals and procadures and wolations of OFAC
quidelines

BZa Pokzy BquIe: ay annval asessmentor ek, REE
FeEmment hawe Meey prepared for Gty and
Feskinal GFAC REE duwe 20075

BELLML Fe sldual Fek Lese sam ent

Procadura

ndicate Ak Low 1 High
[Beale Bf5te 1)

88 fr Expariance |

Efafr sutnelent
Knowladgs

=B
o

h
-1
£

Ll

Contral Evdence
Apggregats Risk

Comment=

B2 PO Gy 1025 ROTCOEr 2 IrEm e it tr
A ANV Al FEzeEmentar k. Fkk
FmEMENE kNe tien RykEwWed Iy
tie BoardotDiecor. Rethodobgks for
Preparation of TEE agsessm e it and
hEgEthy of Bol b BSA Program ar
RO T Il CRCH M e B, SRTPREATY 16k
amomert, Wik kiowkdgeabk ad

[ ThApS e RN 2ol At ot e T Dan ks, ke
ohly rece t, s hortem experkice: atDoEl
In VW CTIOCME TN BSA, Com pan e A
othe rope mHoNs areas, tiey may aotbe as

34

REk aszessments have iothesn ey kwed
I3y the Boarl of D1e cors. Metiodokgks
Bor preparation of rkk assessme it and
heg@Ethy of Roale M BSA Program are
it flly ccamenked. CIF REE
Bzzezamentoonklbe sxpaced © iclik:
i hcreased detall b eakcows on Prciict
Gon s and thelr glated REE assbament
fom the gpechc Procnct REE Azsessment
anil spechiz rogn ements br tatpedwt
=i [rly, caonkl be expan ded fr
Georaph & and Cagtomer rek ratigs.
Bk towal g KA ce con B B2 ackled tor

m WO and hoompetent and B3ollg
aklress ckacrepaicks. Fhaly, Bguied
cdocame vatbon des iptbes $honH k= moe
Pecc b kot exacttype of docim & iaton
Rk aszessments have iothesn reukweil
I3 the Boarl of DIe cors. Metodokgks
Bor preparation of rkk assessme it and
heg@Ethy of Roale M BSA Program are
ot il cocnmenkd. SERprEpEnig ke
s Emert, wh kB know kigabk aud
perhape eape e ncadl at otier banks, hawe
olly rece it, 3 hOMER M expe Tk ice atDomEl

e
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Regulatory Risk Assessment

Sample Bank
Regulatory Risk Assessment Matrix
1 FYE 12/31/20086
2 Pric .'F A
3 L EN Req BITIE T T 0% 0% il'. RE i 0
4 (U3 edit Oppo : Regulation B
& |202.4 General rule prohibiting discrimination M M M M 2.5 M
 |202.5 Rules concerning taking of applications M M M 2.4 M
7 |202Aa Rules on providing appraisal repors M M 28 M
g |202.6 Rules cancerning evaluation of applications M M 1.9
9 |202.7 Rules concerning extensions of credit M M M 23 M
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Risk Dashboards

= KRI are warning signs of change and potential
problems....not the answer....just the warning

= Dashboards are basic tools.....like Gap Analysis
In 80s to Rate Shock Analyses in 90s

= KRI do not estimate losses:

— Lack historical operational loss data
— Lack correlation of event and loss, and degree of loss

= Aggregate risk scores in categories (i.e.,
regulatory categories or BASEL) for dashboards

= Support with risk indexes

©
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Credit Risk KRI — Leading Indicators

12 |Leading Risk Indicators

Pass & Watch
14 |LoansiCapital + ALLL

indicator but | think there may be
mare benefit ta incuding in
Leading

Syatem (GIL and Loan)
and Credit
Administration Listings

Manthly

10% or less

grester than 10%
through 20%

greater than 20%

Loan Growth

This measures the rate of
groweth in total loans and
leazes. Rapid growth,
particularly as measured
againzt local, regional and
national economic condtions,
haz long heen azzociated with
subzequent credit quality
problems. Growth can strain
bank undersyriting and risk
zelection standards, az well as
the capacity of managemert,
tigk managemert and
gdministration procezses. Al
cther factors held equal, a2 loan
growth rates increaze, so will
credi risk.

Kirchinan Bankway
system

Marthly

S% ot less

grester than 5%
through 15%

greater than 15%

Change in Portfolio Mix

The zum of poztive changes in
the domestic loan portfolio mix
for Commercial Real Estateand
Commercialindustrial Loans.
Thiz ratio reflects changes in
the structure of the loan
portfolio, and considers that
significant change reflects
increazed rigk. A significant
incresse in this ratio may
incicate that the hank is lending
in areas in which it may not

have sufficiert evhertiza ar

Guarerly

Less than 3%

I to T

W« » wCredit Risk / Interest Rate Risk £ Liquidity Risk 7/ Comnpliance Risk { Transaction Risk / 1]<

Inexcess of 79

3

MEDIUM

Low

0.1

0.15

0.2
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Dashboards and Reports

Reports to Audit & Risk Management Committee of Board

= Annually:
— Assessments (Inherent and Residual Risk)
— Control effectiveness (Design)
— Recommendations and Plan

= Quarterly:

— Brief narrative summaries supported by dashboards and graphs
— Risk Dashboard
— Control effectiveness

— Risk / control remediation status

— Quarterly and monthly trending analysis over annual periods

— Drill-down to specific dashboards and indices to explore the detail

— Consider product, process, business unit information

= As needed:
— Product / Service Risk Assessments
— Information Security Risk Assessments
— BSA/AML

©
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Risk Reporting

Board / Senior
Management Report
Summary Dashboards

Inherent
Risk
Assessment

Risk
Dashboards

Risk Control
Self Regulatory Product Risk
Assessment Risk Index Index
Index

Other /
External
Data

©
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Leveraging Information

1S
Risk
Assess

EiAk Information about

Assess risks, controls and
performance
metrics in silos
Audit
Risk
Assess

Core
Extracts

©
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Summary

= Risk Management is key to effective
management, profitability and enhancing
shareholder value

= Processes need to be formalized in most
pank, roles defined and tools improved

= Keep it simple....don’'t over complicate the
“system” to the point the system only exists
for itself

= Make it relevant
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The Newest Mantra for ALL Board

Members
Ken Proctor
Brintech, Inc.
- g%o_) 929-2746
roctor@Brintech.com
Novem ber_ 13, 2009 http://www.brintech.com
San Francisco, CA Atlanta * Austin * Orlando * Los Angeles
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