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Example - “ABC” National Bankp

1 Rated Bank after OCC exam
21 months later - 4 Rated Bank by OCC 
8 months later - Operating under an MOU with 
th OCCthe OCC
Next month - New Senior Lender
5 months after that - New President…and
2 months later - Directors paid Civil Money 
P ltiPenalties

What 
Happened??
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Happened??



Agendag

Review current risk issuesReview current risk issues 
Cover risk management basics
Discuss enterprise risk management 
approachpp
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Earnings Decimated by Loss Provisionsg y
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Source: FDIC Quarterly 
Banking Report, 2nd 
Quarter 2009



Credit Cycle Turned In 2007y
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Source: FDIC Quarterly 
Banking Report, 2nd 
Quarter 2009



2005 OCC Underwriting Surveyg y
Pronounced trend toward easing commercial credit 
standards in 2005, with significantly more banks 
easing underwriting standards than tighteningeasing underwriting standards than tightening 
standards. 
OCC reported 34 percent of banks eased, 12 percent 
tightened and 54 percent made no change totightened, and 54 percent made no change to 
commercial underwriting standards. 
Easing trend began modestly in 2004
Last time examiners reported more banks easingLast time examiners reported more banks easing 
credit standards than tightening standards was in 
1998, when 44 percent of the banks eased 
commercial standards (and problems resulted 2 ½commercial standards (and problems resulted 2 ½ 
years later)
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Credit Risk Increased
On average, community banks have over 
200% of risk based capital in commercial real200% of risk based capital in commercial real 
estate loans
Core deposits in community banks haveCore deposits in community banks have 
declined from 82% of average total assets in 
1984 to 65% in 2008
Wholesale funding increased from 5.5% of 
average total assets to 10% at community 
banks with 300% of risk based capital in CRE

©

7

OCC
2008



And Credit Risk is not the 
only category of 
increasing riskincreasing risk
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Incidents of Data Loss

©

9



DataLossdb.org Statsg
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Compliance Risksp

Regulators continue to focus on BSA, g
HMDA, Flood and Compliance in 
generalg
SOX now applying to non-SOX 
banks??banks??
Management concerned about 
compliance risk and costscompliance risk and costs
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Total Formal Regulatory Orders 
Frequency of MattersFrequency of Matters

Operations (Routine & 
Control), 14.6Board Oversight/Participation, 

59 12(5)
Business Plans, 43.8

BSA/SAR Compliance, 21.9

Information Technology, 10.95Management Qualifications, 
64.23

59.12

(2)

( )

Accounting, 24.82

Liquidity, 37.96

Credit Concentrations, 48.91

Regulatory Capital, 75.91(1)

Lending & Collection, 61.31

Asset Quality, 60.58 ALLL, 48.18

(3)
(4) (6)
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Regulatory Risk Management 
RequirementsRequirements

Financial institutions should implement a 
comprehensive program designed to:

– IdentifyIdentify

– Measure

Monitor and– Monitor and

– Control risk .... Across a spectrum of risks
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COSO II Enterprise Risk Management

A process, effected by an entity’s Board of 

p g

Directors, management and other personnel, that 
is applied in strategy setting and across the 

t ienterprise.  
Its goal is provide reasonable assurance 

di th hi t f i ti lregarding the achievement of organizational 
objectives by identifying events that may affect 
the entity and managing risk to be within thethe entity and managing risk to be within the 
entity’s risk appetite.
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Brintech Enterprise Risk Solution

Company Goals/Objectives:

– Regulatory Requirements

Company Goals/Objectives:
– Strategic Plan
– Technology Plan
– Operating Budget
– Regulatory RequirementsRisk Identification & 

Measurement: Risk Control:Measurement:
– Inherent Risk Assessment
– FDICIA Risk Assessment
– Product Risk Assessment
– Vendor Risk Assessment
– Economic Studies

Examinations/Audits

Risk Monitoring:
– Board/Committee Reports tied to Policy limits/ 

guidelines (Financial/Loan, etc.)
– EVE(Rate Shock) Analyses
– GAP Analyses
– Investment Market Value Reports

Risk Control:
– Documented Procedures
– Separation of duty 

controls
– Accounting Procedures -

Counts, Reconcilements, 
Credit Analysis– Examinations/Audits

– Loan Review
– Compliance Audits/Exams
– In-House and Outside 

Legal Review  of contracts 
& product documents

– Investment Market Value Reports
– Management reports highlighting exceptions 

(Budget to Actual, Period-to-Period, other)
– Examination & Audit Reports
– Loan Review Report
– Classifieds & Watchlist

KRI and KPI

– Credit Analysis 
Methods/Tools

– Transaction Limits
– Disbursement Limits
– Documentation Review, 

File and Follow-up
Contractual Warranties &– KRI and KPI

General Control Environment:

– Contractual Warranties & 
Indemnification

– Insurance Coverage

General Control Environment:
– Board Structure/Experience
– Board Policies
– Management Structure/Experience/Philosophy
– Organization Structure, Adequacy of Staff
– Segregation of Functional Responsibilities

©

15* Program based on the COSO model of control
** See FDICIA Risk Assessment and Controls Evaluation for more detail

Segregation of Functional Responsibilities
– Personnel Experience
– Physical/Information Security Programs



Implementing ERM – Five StepsImplementing ERM Five Steps
1. Assess inherent risk and the risk trend
2 Review management policies and ensure that they2. Review management policies and ensure that they 

incorporate appropriate risk exposure limits 
3. Prepare an inventory of specific risk and exposures p y p p
4. Evaluate risk management strategies and controls 

and develop a Plan, incorporating risk management 
i t b iinto business processes

5. Develop a risk management information reporting 
systemsystem

©

16



Step 1 – Assess Inherent Riskp
Inherent risk results from business choices (e.g. buying mobile 
home loans)
I h t i k i t i h li f b i dl f thInherent risk exists in each line of business, regardless of the 
level or management control in place   
Inherent risk level may change with changes in the economy 
and other non-controllable factorsand other non-controllable factors
Having a high degree of inherent risk is not necessarily 
negative, nor is having a low level of inherent risk necessarily 
positivepositive
The Bank’s strategic business objectives help determine what 
is an acceptable level of inherent risk
The level of inherent risk implies the risk strategies to beThe level of inherent risk implies the risk strategies to be 
employed, and controls and monitoring procedures to be used 
(e.g., riskier approaches/more monitoring/more control)
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Assessing Inherent Risk/TrendsAssessing Inherent Risk/Trends
What has the Banking industry's loss experience been in each 
category of risk over the last 3-5 years? (5- High, 3-Moderate, 
1 Low)1-Low)
Have losses been increasing or decreasing over the past five 
years? (5-Increasing, 1-Decreasing) 
Can exposure to potential individual losses be predicted withCan exposure to potential individual losses be predicted with 
reasonable accuracy?  (5-Low, 1-High)
What would be the impact of a significant change in the 
economy? (5=Significant impact, 1=Limited impact, 0=Noeconomy? (5 Significant impact, 1 Limited impact, 0 No 
impact)
Does the Bank have the ability to insure, transfer or otherwise 
mitigate risk? (5=Limited ability, 1=Significant ability)
Is there significant regulatory scrutiny given to each risk 
category? (5=Significant, 1=Limited) 
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Step 2 - Review Management 
PoliciesPolicies

Key policies prepared, current and 
approved by the Board
Include risk tolerances appropriate to the pp p
inherent level of risk and strategic 
objectives of the Bankj
Contain contingency plans or call for 
remedial actions when risk tolerances areremedial actions when risk tolerances are 
exceeded
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Step 3 - Inventory Risks & Exposuresp y p

Risk mapping:
B i i– Business process mapping

– Interviews/questionnaires
Self assessment teams– Self assessment teams 

– Risk Control Self Assessments
Begin tracking “event” and “result” dataBegin tracking event  and result  data -
transaction volumes, losses, other 
measurable information that can be 
correlated
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Step 4 - Develop Risk Management 
ProgramProgram

Prepare Action plans to address weaknesses 
i li & t lin policy, process & control
Develop risk tolerances and guidelines (revise 

li i )policies)
Create risk management organization:
– Assign responsibility
– Charter committees
– Develop tools and information

©
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Risk Management Organizationg g
Create risk management organization:
– Assign organizational responsibilityg g p y
– Charter committees (remember….Committees do 

not do actual work)
Complexity and Structure often driven by sizeComplexity and Structure often driven by size 
of organization……but keep it simple:
– Not necessary to charter committees that duplicate 

other committees
– Not always necessary to create new stand-alone 

business units
Key is to incorporate risk management into 
business processes
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Risk Management Organizational 
AlternativeAlternative

Board of 
Directors

Audit and Risk 
Management 
Committee 

Executive Committee 
(Strategic Planning and 

IT Steering)

Li idit Ri k L A l

Asset and Liability 
Management 
Committee

Loan 
Committee

• Risk Management
• Security
• Internal Audit
• External Audit
• Compliance
• Loan Review

• Strategic Plan
• IT Plan
• Reputation Risk
• Strategic Risk

• Liquidity Risk
• Interest Rate Risk
• Strategic Risk

• Loan Approval 
• Loan QA/Rating
• Credit Risk
• Interest Rate Risk
• Strategic Risk

President/CEO

External 
Audit

Chief 
Risk 

Officer

Chief 
Credit 
Officer

Chief 
Information 

Officer

Chief 
Operations 

Officer

Chief 
Marketing 

Officer

Chief 
Financial 
Officer

Chief 
Lending 
Officer

Loan 
Review

Compliance Security -
Physical & 

Information

Liquidity 
/Funds 

Management

Interest 
Rate Risk  

Management

Internal 
Audit

Other:
•SOX/FDICIA
•Fraud Detection
•FACTA
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Step 5 - Develop Information Systems
Board and Management reports should be 
linked to Risk guidelines in policieslinked to Risk guidelines in policies
Key indicators of performance, or potential 
problems and trends, should be monitored:p
– Reports of new business, compared to Loan Policy
– Loans made as exceptions to Loan Policy (appraisal, limits, etc.)
– Concentrations of credit tied to policyp y
– Credit quality (e.g., delinquencies, classifieds, watch list) tied to 

policy
– Credit grades by loan review compared to officer grades g y p g

(percentages/trends)
– Percentage of loan reviews completed
– Levels of documentation loan exceptions
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Risk Information Systemsy
Measure / Track:

I h t Ri k– Inherent Risk
– Risk Events
– Control Effectiveness (RCSA)
– Residual Risk

Several Methods to do this:
Surveys– Surveys

– Assessments
– Indices
– Dashboards…..
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Risk Indices
Targeted to specific issue of concern
Data to feed DashboardsData to feed Dashboards
Internal (Operational):
– Process quality index (cycle time, volumes, errors);q y ( y )
– Technology stability /control index (COBIT);
– Client satisfaction index;
– Control Effectiveness index
– Physical Security index

External (Operational):
Crime Incident / Loss index– Crime Incident / Loss index

– Weather events index
– Vendor SLA / Controls index
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BSA/AML Geographic Risk Ranking
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Product Service Risk Ranking
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BSA/AML Control Assessment
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Regulatory Risk Assessment
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Risk Dashboards
KRI are warning signs of change and potential 
problems….not the answer....just the warning
Dashboards are basic tools…..like Gap Analysis 
in 80s to Rate Shock Analyses in 90s
KRI do not estimate losses:
– Lack historical operational loss data

Lack correlation of event and loss and degree of loss– Lack correlation of event and loss, and degree of loss
Aggregate risk scores in categories (i.e., 
regulatory categories or BASEL) for dashboardsg y g )
Support with risk indexes
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Credit Risk KRI – Leading Indicators
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Dashboards and ReportsDashboards and Reports
Reports to Audit & Risk Management Committee of Board

Annually:y
– Assessments (Inherent and Residual Risk)
– Control effectiveness (Design)
– Recommendations and Plan

Quarterly:Quarterly:
– Brief narrative summaries supported by dashboards and graphs

– Risk Dashboard 
– Control effectiveness 

Risk / control remediation status– Risk / control remediation status
– Quarterly and monthly trending analysis over annual periods
– Drill-down to specific dashboards and indices to explore the detail
– Consider product, process, business unit information

A d dAs needed:
– Product / Service Risk Assessments
– Information Security Risk Assessments
– BSA/AML 
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Risk Reporting
Board / Senior 

M t R t

p g

Management Report
Summary Dashboards

Risk 
D hb d

Inherent 
Risk Risk Trends DashboardsAssessment

Risk Control 
Self 

Assessment 
Index

Regulatory 
Risk Index

Product Risk 
Index

Core / 
Internal Data

Other / 
External 

Data
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Leveraging Information

BSABSA ISISBSABSA
RiskRisk

AssessAssess

ISIS
RiskRisk

AssessAssess
Information about 
risks, controls and 

performance 

AuditAudit
RiskRisk

AssessAssess
G/LG/L

metrics in silos

AssessAssess

CoreCore
SOX 404/SOX 404/

RCSARCSA Excel / Excel / 
Word Word 

IT / IS IT / IS 
RiskRisk

CoreCore
ExtractsExtracts
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Summaryy
Risk Management is key to effective 
management profitability and enhancingmanagement, profitability and enhancing 
shareholder value
Processes need to be formalized in mostProcesses need to be formalized in most 
bank, roles defined and tools improved
Keep it simple….don’t over complicate the eep t s p e do t o e co p cate t e
“system” to the point the system only exists 
for itself
Make it relevant
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